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Abstract:  MANETs are a deal of portable nodes which are self-designing and related by remote connections naturally according 
to the characterized directing convention. These nodes speak with one another by trade of packets, which for those nodes not in 

remote range goes jump by bounce. Extraordinary attributes, for example, dynamic system topology, constrained data 

transmission, and restricted power, hubs running on battery steering in a MANET is an especially difficult errand contrasted with 

a customary system The major attacks in a wireless MANET are black-hole, worm-hole and man in the middle attacks. These 

attacks are related to network layer that spoil the entire network by falling-packets. The attacker attains such type of attacks 

where all of the similar kinds of nodes transmit data to another. The responsibility of the MANET is to protect network layer 

from various types of attacks. An advanced secured cryptographic model is essential to defend such type of malicious elements. 
In this work, Secure IDEA-HMAC based AODV routing protocol for preventing routing attacks in MANET. The detection of the 

three major attacks can be addressed in MANET with accuracy by using such type of technique. IDEA is the best to implement 

as an advanced cryptographic model with the better security level within the limited energy constraint. To enhance 

authentication, a symmetric key IDEA encryption is used, an hash message authentication code (HMAC) uses a cryptographic 
hash function coupled with a secret key for secure message transmission and communication among the mobile nodes in 

networks. In addition, this algorithm used to add scalability to the AODV routing protocol to prevent against routing attacks in 

MANET. Thus this proposed IDEA algorithm also ensures authentication, encryption and integrity of the message which are 

transmitted via mobile adhoc network.  
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Introduction 

 
The MANET (Mobile Adhoc Network) refers to the multi-hop packet of wireless network made out of ambulant 

nodes which can convey and move at a same time, by unusable type of wired framework [1]. 

 

MANET is a well-organized and adaptable framework which is formed without any incorporated association. A 

MANET is abbreviation of Mobile Adhoc network that location can be changed and designed on the fly. These are 

portable to use with the remote alliances by the interface of different systems. The occasion of MANET working set 

is to get a standard internet routing protocol utility that’s appropriate for any mobile routing application inside both 

stable and active topologies which expands to a vital range because of node motion and different elements [2].The 

methodologies are consciously lightweight in nature and suitable for various hardware in portable situations to 

address the scenarios where MANETs are conveyed to the boundary of an IP groundwork. Hybrid mesh work is a 

framework that must be upheld with MANET’s determinations and management factors. Utilizing full-fledged 

components on the test WG will create two standard track routing protocol specifications: Reactive MANET 

Protocol (RMP) and Proactive MANET Protocol (PMP) [4]. Some attacks are obstacle for data transmission in 

MANET. Blackhole attack, Denial-of-service attack(DOS), Greyhole attack, Wormhole attack,  Jelly fish attack and 

man in the middle attack are major among them. In this paper IDEA cryptography technique is employed for data 

security which detects the blackhole , worm-hole attacks and man-in-the-middle attacks. IDEA Cryptography is a 

symmetric by nature. It has better resistance command over differential cryptanalysis technique which makes 

utilization of different group of operations to raise its quality against usual recognizable attacks. IDEA comprises of 

128 bit of key that provides a better security. No direct or algebraic attack has been efficient to break key within a 

stipulated time. The process applies to all keys can divide IDEA in 6 rounds. 
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In IDEA Cryptography both encryption and decryption are similar. Different operations are performed to achieve 

the higher level security. Operations in IDEA cryptography are as follows: 

 

 Bitwise exclusive OR operation.. 

 

 Addition modulo of 216. 

 

 Multiplication modulo of 216+1. 

 

This will be helpful in data transmission by availing better security to thwart the defined attacks. 

 

The proposed Secure IDEA-HMAC  based AODV routing protocol for preventing routing attacks in MANET . It 

uses private or shared key cryptography techniques for securing the message and routing path during the 

communication. Course disclosure in AODV utilizes Route Request RREQ and Route Reply RREP, Containing two 

sorts of data fields named as Mutable and Non Mutable Hope count is the only mutable field  as intermediate nodes 

increment the hope count field while forwarding the RREQ and the rest of fields such as IP address, Sequence 

Number are non mutable fields as they remain unchanged. the proposed AODV uses two mechanism  to secure 

routing in MANETs. 

i) for authenticating  the non mutable field of routing message M, use HMAC( 𝐾SD , 𝑀) 

ii) for authenticating the mutable field, which means hope number details, the one way  𝐻𝑀𝐴𝐶  key chain 

is used 

Thus the proposed IDEA – HMAC scheme is used to detect intrusions under various attacks such as black hole, 

wormhole, routing loop, selfishness, and sleep deprivation in Mobile Adhoc Networks environment.  

 

Existing System 

 
MANET will communicate with different wireless nodes with each other without having the proper infrastructure. 

Where the security of such system is a noteworthy concern.. The symmetric cipher algorithm allows us to store the 

data in a compressed encryption form which results in a small size database. Also it performs faster encryption/ 

decryption. In order to perform the encryption and decryption of data, so we are using the symmetric cipher 

algorithm. This will also serve confidentiality. This method is applied on AODV protocol for securing the data. And 

results are compared with the normal AODV and this secured.  First we find the route to the node to which we wish 

to communicate. For this we use the concept the broadcast the control message using AODV routing protocol. i.e.  

With the routing protocol AODV we search for the required node. When we found the node the receiving node 

sends route reply message.  If any malicious node attempts to establish the connection then with the help of IP 

address we come to know about it and we can divert the traffic towards receiver through another route.  We can vary 

the keys sizes in AES algorithm. In order to improvise the security of this kind of network, the method of AODV 

routing protocol through the use of symmetric encryption algorithm like AES. This will secures the data and also it 

prevents the confidentiality.  

 

Problem Statement 

 
To accomplish secure correspondence in MANET a few necessities must be fulfilled 

 

(a) A security affiliation must exist between system individuals; these security affiliations guarantee validation and 

non renouncement for confided in hubs.  

(b) Sensitive data must be traded secretly between the hubs in the system.  

(c) Integrity of the data traded inside the system must be kept up with the goal that debased messages are identified 

and blocked.  

(d) AES uses too simple algebraic structure.  

(e) Every block is always encrypted in the same way.  

(f) Hard to implement with software.  

(g) AES in counter mode is complex to implement in software taking both performance and security into 

considerations. 
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Proposed System  

 
The specially appointed systems are defenseless against assaults because of disseminated nature and absence of 

framework. It give review and observing capacities that offer the neighborhood security to a hub and help to see the 

particular trust level of different hubs. In the current work AES encryption calculation is utilized for secure steering 

in MANET. AES encryption has exceptionally basic logarithmic structure and furthermore every square is encoded 

in a similar way , it has complex execution in programming regarding both security and execution . The obligation 

of the MANET is to shield arrange layer from different kinds of assaults. A progressed anchored cryptographic 

model is basic to shield such sort of noxious components.  

 

In this work, an IDEA-HMAC calculation for AODV directing convention is proposed for secure message 

transmission, steering in MANET. This calculation is proposed to recognize any malevolent hub exercises. The 

IDEA is utilized for encryption, it is one of the protected and most generally utilized square figures and the 

cryptographic quality of IDEA depends on a blend of three contradictory gathering tasks – XOR, expansion and 

particular duplication. To improve validation, for the IDEA encryption, a hash message confirmation code (HMAC) 

utilizes a cryptographic hash work combined with a mystery key for secure message transmission and 

correspondence among the versatile hubs in systems. Furthermore, this calculation used to add versatility to the 

AODV steering convention to avert against directing assaults in MANET. This proposed calculation additionally 

guarantees verification, encryption and respectability of the message which are transmitted by means of versatile 

adhoc organize. 

 

TECHNIQUES USED 

1) IDEA Algorithm  

International Data Encryption calculation (IDEA) is a square figure calculation planned by Xuejia Lai and James L. 

Massey of ETH-Zürich and was first portrayed in 1991.The unique calculation experienced couple of alterations 

lastly named as International Data Encryption Algorithm (IDEA). The made reference to calculation takes a shot at 

64-bit plain content and figure content square (at one time). For encryption, the 64-bit plain content is partitioned 

into four 16 bits sub-squares. In our talk, we indicate these four squares as P1 (16 bits), P2 (16 bits), P3 (16 bits) and 

P4 (16 bits). Every one of these squares experiences 8 ROUNDS and one OUTPUT TRANSFORMATION stage. In 

every one of these eight adjusts, a few (number juggling and legitimate) tasks are performed. All through the eight 

ROUNDS, similar arrangements of tasks are rehashed.  

In the last stage, i.e., the OUTPUT TRANSFORMATION stage, we perform just number juggling activities. 

Toward the start of the encryption procedure, the 64 bit plain content is separated in four equivalent size squares and 

prepared for ROUND1 input. The yield of ROUND1 is the contribution of ROUND2. Additionally, the yield of 

ROUND2 is the contribution of ROUND3, et cetera. At last, the yield of ROUND8 is the contribution for OUTPUT 

TRANSFORMATION, whose yield is the resultant 64 bit figure content (expected as C1 (16bits), C2 (16 bits), C3 

(16 bits) and C4 (16 bits)). As the IDEA is a symmetric key calculation, it utilizes a similar key for encryption and 

for decoding. The unscrambling procedure is the equivalent as the encryption procedure with the exception of that 

the sub keys are inferred utilizing an alternate calculation [6]. The extent of the figure key is 128bits. In the whole 

encryption process we utilize add up to 52 keys (ROUND1 to ROUND8 and OUTPUT TRANSFORMATION 

stage); created from a 128 piece figure key. In each round (ROUND1 to ROUND8) we utilize six sub keys. Each 

sub-key comprises of 16 bits. What's more, the OUTPUT TRANSFORMATION utilizes 4 sub-keys. 
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Fig 1 : IDEA Encryption Algorithm  

i) IDEA Algorithm – For Encryption  

 

To encrypt the message the IDEA Algorithm is used 

1. Multiplying  X1 and the first subkey Z1 

2. Sum X2 and therefore the second subkey Z2 

3. Sum X3 and therefore the third subkey Z3 

4. Multiplying  X4 and therefore the fourth subkey Z4 

5. Bit Shift XOR the results of steps one and three. 

6. Bit Shift XOR the results of steps two and four. 

7. Multiplying  the result of step 5 and the fifth subkey Z5’. 

8. Suming the results of steps six and seven. 

10. Multiplying the results of step eight and therefore the sixth subkey Z6’ 

11. Suming Up the results of steps seven and nine. 

12. Bitshift XOR operation for the results of steps one and nine. 

13. Bitshift XOR operation for the results of steps three and nine. 

14. Bitshift XOR  operation for the results of steps two and ten. 

15. Bitshift XOR  operation the results of steps four and ten. 

 
ii) Decryption Process 

 The procedure method used for secret writing of the cipher text is basically an equivalent as that used for 

encoding  

 The solely distinction is that every of the fifty two 16-bit key sub-blocks used for secret writing is that the 

inverse of the key sub-block used throughout encoding. 

 The sub blocks should be employed in reverse order than of the encoding spherical. 
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2) HMAC Authentication  

To enhance check for the message (HMAC) uses a cryptographic hash work joined with a mystery key. HMAC 

takes a variable number of contentions by basically connecting them and register the message confirmation code It is 

used to incorporate twofold encryption for secure message transmission and correspondence among the hubs in a 

systems. A hashed message affirmation code (HMAC) is a message verification code that makes use of a 

cryptographic key nearby a hash work. The genuine calculation behind a hashed message confirmation code is 

convoluted, with hashing being performed twice. This helpers in restricting a couple of sorts of cryptographic 

examination. A hashed message check code is believed to be more secure than other relative message affirmation 

codes, as the data transmitted and enter used as a piece of the method are hashed freely. In particular, hash works 

that perform well in programming, and for which code is straightforwardly and by and large available. It use and 

handle keys fundamentally 

 
 

Fig 2 : HMAC Authentication 
 

The security of mac add context of an put in hash work depends only on some ways on the cryptographical plan of 

the lined hash work. The keenness of HMAC is that its modelers have might demonstrate an accurate relationship 

between the concept of the inserted hash work and therefore the idea of HMAC. the protection of a mac work is for 

the foremost half passed on the degree that the probability of profitable manufacture with a given extent of your time 

spent by the beguiler and a given range of message-MAC sets created with a equal key. Basically, it's a bent to be 

displayed that, for a given level of effort (time, message-MAC sets), on messages created by real shoppers and seen 

by aggressors, the probability of a gain attack on HMAC is unclear to 1 of the running with ambushes on the 

bestowed hash work 

1. Aggressors will inscribe a yield of the burden work even with associate degree Initial price (IV) that's 

isolated, puzzle, and cloud to attackers.  

 

2. Aggressors realize impacts within the hash work once the IV is unpredictable and mystery.  

 

In the principle assault, you'll see the pressure work as equivalent to the hash work related to a message together 

with a lone b-bit sq.. For this assault, the IV of the hash work is supplanted by a mystery, unpredictable estimation 

of n bits. A strike on this hash work needs either a beast constrain assault on the key, that could be a level of effort 

on the request of 2n, or a birthday assault, that is a unprecedented prevalence of the second assault.  
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In the second assault, aggressors ar looking down 2 messages, M and M', that create a comparative hash: 

H(M)=H(M'). this needs level of sweat of 2n/2 for a hash length of n. To assault MD5, assailants will decide any 

arrangement of messages and work on these disconnected on a submitted calculation workplace to seek out a crash. 

Since assailants understand the hash calculation and therefore the default IV, aggressors will deliver the hash code 

for every one in every of the messages that aggressors create. In any case, whereas assaulting HMAC, aggressors 

cannot produce message/code sets disconnected in lightweight of the method that assailants do not know K. Thusly, 

aggressors should watch a rendezvous of messages delivered by HMAC beneath a comparable key and play out the 

strike on these famed messages. For a hash code length of 128 bits, this needs 264 watched squares (273 bits) 

created employing a comparative key. On a 1-Gbps interface, you'd ought to watch a tireless stream of messages 

with no modification within the key for around 250,000 years to succeed. on these lines, if speed could be a worry, 

it's entirely ample to use MD5 instead of SHA-1 or RIPEMD-160 because the embedded hash work for HMAC. 

 

i) HMAC Algorithm – For Authentication 

 1.Make the length of K equal to b. 

2. XOR K with Ipad to produce S1. 

3. Append M to S1. 

4. Message-digest algorithm. 

5. XOR K with opad to produce S2. 

6. Append H to S2. 

7. Message-digest algorithm. 

HMAC Algorithm uses shared IDEA symmetric key to encrypt message digest. 

Simulation Results 

This work shows the simulation results generated after detecting black hole attack, wormhole attack and man in the 

middle attacks. To avoid the effect of these three attacks. This work makes use of IDEA- HMAC algorithm based 

secure AODV routing protocol for IDS detection technique. Thus the simulation is evaluated, it shows that sending 

node is sending the messages to receiving node properly. It shows that CBR packets are reaching from source node 

0 to the destination node 1 as expected. With this secure cryptography based AODV routing protocol has nullified 

the effect of intrusion. In this way, this work have detected an intrusion in ad hoc network and avoided its effect in 

the network. As we have nullified the effect of black hole, wormhole and man in the middle attack in the network, 

the performance of the network is improved. The charts which are produced by actualizing our answer for 

interruption in intrusion system. It shows that the secure AODV routing protocol has improved the packet loss, 

delay, transmission data rate and throughput of the network. Thereby the routing overhead of the MANET has been 

reduced. 

 

 
Fig 3 . Control Overhead 
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Fig 4. Packet Delivery Ratio 

 

 
Fig 5 . Throughput 

 

 

 
Fig 6  Detection Rate 
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Conclusion 

Thus, in this paper secure routing is one of the issues in MANET. In the existing work , AES encryption algorithm is 

used for secure routing in MANET. AES algorithmic structure has some limitations , AES encryption has very 

simple algebraic structure and also every block is encrypted in the same manner , it has complex implementation in 

software in terms of both security and performance . The responsibility of the MANET is to protect network layer 

from various types of attacks.  For providing better performance, AODV routing of MANETs uses IDEA- HMAC 

algorithm during the establishment of secure route between source node and destination node. In the proposed, 

secure AODV routing approach for pairs of node share a IDEA symmetric key and through this key, the message is 

encrypted and secure communication between intermediate node by signing and verifying the RREQ message 

during traveling from one node to other nodes. The simulation result concludes that secure cluster based AODV 

routing method minimizes the time delay and network control packet overhead involved in computation and 

verification of security fields during route discovery process. The results found that proposed algorithm for secure 

cluster based  AODV routing perform much better than the normal AODV routing when number of malicious nodes 

present in the network because normal AODV does not have any security mechanism while proposed algorithm for  

secure based AODV routing protocol uses hashed message authentication code for providing authentication and 

integrity of the message.   
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